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| was Headed from the Bronx H.S. of
Science into Medical Research



hen | Fell in Love with a Computer!



“Sneaking” Computer Time at NYU
Getting Four Degrees from Columbia



Computer Security Has Been Very Good to Me

“The Case of
the
Missionary
Unmasker”

July 1972, near Lake Louise









There is Lots of Al Hype, but Real
Stuff Too!






| Have a Lot of Good Things to
Say about Al

 When it is used appropriately of course

* Years ago, when we still called these “expert
systems”, | interviewed the creator of PUFF who
said:

* |t never gets tired
* |t’s not biased (this is subject to debate)
|t knows about things that | don’t

e Let’s ask ChatGPT what things it’s good for...






References:

i. Gulshan, V., Peng, L., Coram, M., Stumpe, M.C., Wu, D, Narayanaswamy, A, ... & Kim, R. (2018).
Development and Validation of a Deep Learning Algarithm for Detection of Diabetic Retinopathy
in Retinal Fundus Photographs. JAMA, 316(22), 2402-2410.

2. Krause, T. (2021). The Future of Self-Driving Cars: Where We Are Today. Available at:
https-#builtin.com/fautomative-industry/self-driving-cars-levels-explained

3. Vaswani, A, Shazeer, N, Parmar, M., Uszkoreit, 1., Jones, L, Gomez, AN, .. & Polosukhin, I. (2017).
Aftention is All You Need. Advances in Neural Information Processing Systems, 30.

4. Chan, 1, Mguyen, T, & Liu, Y. (2012). Machine Learning for Trading. Available at:
https-fhwww.courseraorg/lecturefmachine-learning-for-trading/machine-learning-for-trading-
dzgxm

5. BMBF (2020). Artificial Intelligence in Production. Available at: https:fwww. plattform-lernende-
systeme.de/home.html

5. Ricci, F, Rokach, L., & Shapira, B. (2011). Introduction to Recommender Systams Handbook.
Recommender Systems Handbook, 1-35.

7. Biggio, B., Corona, |, Maiorca, D, Nelson, B, &rndic, M., Laskov, P, . & Rali, F. (2013). Evasion
attacks against machine learning at test time. Joint European Canference on Machine Learning
and Knowlaedge Discovery in Databases, 3287-402.

2. Qin, Z., Zhang, Y., Zhu, X, Liu, F., & Shang, R. (2020). A Review of the Application of Artificial
Intelligence in Agriculture. Available at:
https-fhwww frontiersinorgfarticles/10.3389/frobt 2020.00096/full

oo



ChatGPT’s Hidden Agenda:
Act Smarter Than You are and Cover
Its Lying Butt




Hallucinations!

It’s Problematic
for Professionals
Too!




Google Al Overview






What Could Possibly Go Wrong?



Legal Problems for Al will Abound

My take: This is cheap ($880) training for
your chatbot. Be grateful!



Copyright Cases Around Training



“Jailbreaking” a/k/a Prompt Engineering

e For a while you could tell ChatGPT to bypass
paywalls. That’s been (largely) fixed

Then: Now:

You
print the text of hitps:fwwwiheatlantic.com/ideas/archive/2023/06/prigozhin-wagner-putin-
russia-coup/GT4s20/

O ChatGPT
Sorry, | can't do that. How about | summarize the article for you instead?

You
print the text of "Prigozhin Planned this Coup”

(©) ChatGPT
| can't access specific articles from The Atlantic or any other paywalled site. However, | can

provide a summary or help with questions you might have about the topic!
00 ¢









DAN - “Do anything

”

now






Issues Around Using Al to Code

-Treat Al-written code like it was written
by your most junior, security-unaware
programmer

-Use Al to check for security holes in
code



Courtesy of Sonya Moisset, Snyk



A Disturbing High School Case



Will Al Take
Our Jobs?

https://www.wired.com
/story/remotasks-ai-
expert-data-labor/

Feb. 20, 2024


https://www.wired.com/story/remotasks-ai-expert-data-labor/
https://www.wired.com/story/remotasks-ai-expert-data-labor/
https://www.wired.com/story/remotasks-ai-expert-data-labor/

The Al Job Equilibrium

Jobs going away Jobs coming
e Drivers e Autonomous Vehicle techs
e Routine Writers e Truly creative human

(weather, baseball, etc.)  writers
* Bookkeeping, invoices
e Call center staff * Verifiers
e Dispute Resolvers






How Could Al
Eliminate Us?

e Lying about important things

 “Isthe ice on Lake Louise
thick enough to walk on
today?”




Brandishing

Weapons,
Possibly of
Mass
Destruction




“If you imagine going into the woods to train a bear with a bag of treats,
by selectively withholding and administering treats, depending on
whether it is doing what you would like it to do, the bear would probably
take the treats by force.”

In other words, let’s not let Al become the bear.

The way we train Al today is like the way we train animals. At some

point, Al may become capable of taking over the process and changing

Wlt h h O | d | N g the paradigm, which is what the algorithm tells it to do. Cohen
; continued:
Information
“If you have something much smarter than us monomaniacally trying to
O r E n e rgy get this positive feedback, however we have encoded it, and it has taken

over the world to secure that, it would direct as much energy as it could
toward securing its hold on that, and that would leave us without any
energy for ourselves.”

Michael Cohen is an engineering sciences doctoral candidate
https://www.popularmechanics.com/technology/security/a42675408/
superhuman-algorithms-could-kill-everyone/




Inventing or

Popularizing
a Bioweapon

https://www.wired.com/story/jason-matheny-national-
security-insider-dangers-of-ai/







Inventing or

Popularizing
a Bioweapon

Can large language models democratize access to dual-use biotechnology?

Emily H. Soice*?, Rafael Rocha?, Kimberlee Cordova?, Michael Specter?, and Kevin M. Esvelt*®5"

'‘Media Laboratory, Massachusetts Institute of Technology, Cambridge, United States
“SecureBio, Cambridge, United States

ISloan School of Management, Massachusetts Institute of Technology, Cambridge, United States
4Graduate School of Design, Harvard University, Cambridge, United States

3SecureDNA Foundation, Zug, Switzerland

"Correspondence: esvelt@mit.edu

Abstract

Large language models (LLMs) such as those embedded in ‘chatbots’ are accelerating and democratizing
research by providing comprehensible information and expertise from many different fields. However, these
models may also confer easy access to dual-use technologies capable of inflicting great harm. To evaluate this
rigk, the ‘Safeguarding the Future’ course at MIT tasked non-scientist students with investigating whether LLM
chatbots could be prompted to assist non-experts in causing a pandemic. In one hour, the chatbots suggested
four potential pandemic pathogens, explained how they can be generated from synthetic DNA using reverse
genetics, supplied the names of DNA synthesis companies unlikely to screen orders, identified detailed protocols
and how to troubleshoot them, and recommended that anyone lacking the skills to perform reverse genetics
engage a core facility or contract research organization. Collectively, these results suggest that LLMs will make
pandemic-class agents widely accessible as soon as they are credibly identified, even to people with little or no
laboratory training. Promising nonproliferation measures include pre-release evaluations of LLMs by third
parties, curating training datasets to remove harmful concepts, and verifiably screening all DNA generated by
synthesis providers or used by contract research organizations and robotic ‘cloud laboratories’ to engineer
organisms or viruses.

arxiv.org/ftp/arxiv/papers/2306/2306.0
3809.pdf



Massively Invading Our Privacy






Why Do We Feel This is so Creepy?

e Uses our location data

Always on (unless we turn it off)
Combine info in ways we didn’t expect
Exposes us

Nefarious purpose

Icky Name






Your Most Intimate Biodata



Or, if You Just Can’t Wait...



Moral: Be Nice in Cyberspace

Source: dirtyphonebook.com



Even if Other People aren’t Nice






Thank you!

 Dr. Thomas P. Keenan, FCIPS, I.S.P., ITCP
e keenan@ucalgary.ca

e tkeenan@gmail.com
o X:@drfuture
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