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Introductions

Kirk Reid
Industrial Controls & Cybersecurity Specialist

e 30 years of experience in IT, specializing for the past
20 years of networking and security.

* For the last 8 years at TC, Kirk has been leading the
modernization of their IT and OT networks across
7000 sites in North America.




Dangers of Li-on/Rechargeable Batteries

Lithium rechargeable batteries have made rechargeable devices increasingly common, but poor
manufacturing practices of such batteries have caused numerous accidents and fires.

Examples of these include:

* The infamous Samsung Note 7s. After 35 reported overheating incidents, they are now “considered
a hazmat product, and are prohibited from being taken on-board at many airlines and bus
stations.”!1]

e Hoverboards. The U.S. Consumer Product Safety Commission(CPSC) claims there have been more
than 250 incidents caused by hoverboard fires since 2015, resulting in 2 deaths, 13 burn injuries,
three smoke inhalation injuries, and more than $4 million in property damage. By June of 2016,
501,000 self-balancing scooters had been recalled.l?!

As of May 22, 2019, 258 air/airport incidents involving lithium-ion batteries carried as cargo or
baggage have been recorded since March 20, 1991.13]

[1] https://en.wikipedia.org/wiki/Samsung_Galaxy Note 7
[2] https://www.cpsc.gov/Safety-Education/Safety-Education-Centers/hoverboards
[3] https://www.faa.gov/hazmat/resources/lithium_batteries/media/Battery_incident_chart.pdf
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C-GWIT, Calgary, Alberta, 14 June 2018

Flight WJA113 declared a MAYDAY emergency and returned to
YYC airport 3 minutes after takeoff after a cargo fire was
detected.

One passenger inadvertently packed 2 spare lithium-ion
batteries for his e-cigarette, in the charger, in the front pocket

items in checked baggage, had carried-on his e-cigarette and
2 other lithium-ion batteries.

The Transportation Safety Board of Canada (TSB) conducted an
investigation following the incident. The engineering report
concluded that 1 battery in the charger experienced a thermal
runaway and the interior material of the battery was
completely burnt out.

http://www.bst-tsb.gc.ca/eng/rapports-reports/aviation/2018/a18w0081/a18w0081.html
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What is this all about?

About 650 km east of here
This supplies gas to Eastern Canada

BIG site (almost 1km wide)




How was this done before?

 Everything hard wired
* Onsite spares

* Onsite support



What has changed,

Changes over the past 20 years

* Wiring skills are becoming uncommon

* Drive to improve reliability and do more with less (people and S)

 Automation & instrumentation is moving to more and more to communication via ethernet
* Fiber failures are common (30+ year old fiber)

e Copper failures are common, failover convergence take seconds

e Switch full failures are more common than switches hanging

Guiding Principles

 Simple, supportable solutions are essential for Critical Infrastructure environments

* What works in a lab doesn’t necessarily work in practice



Typical site diagram

— e—— e — —— c— e— — —— — — — —— — — — — — — — e— 1
l AN-L VN Headend
CKT#:
xxx- Port
yyy - Access
LOCAL LEC:
Contract speed: 5Mbps
CPE Router | g 2
BellAlstream |9 & 3
JuniperRouter | H & %
Senice Provider |8 8 i
Managed
GO/02 H
194.181.10 i
i — e e e e e o c—— c—
CPEWVADINGSMC| |cPewy. ADING Swv- ;
L |l et Siema WirelessRVS0 | | VSAT <carrier name> i DT S
i |00: 10.194:1.10 1 Ro ckwell 1783-10cx
1020117210 Is«n\ I 101548711 I I
Gg0/0/0 IName: RIO Switch 1
101942625 iSCO WS-C3850-245
= [Managed Switch
Vian10010. 194.26.24/30 () |
Gig0/0/0, |
101842626 |
CON' | CPG-WV_ADLNC-SAR-1 CPG-WV_ADLNC-SAR-2 |
AR Cisco C4321/K9 Cisco C4321/K9 |
e — — P L00:10.231.0.255 L00:10.231.0.254 2 — Y T .
Management VIAN29 Management VAN29 ) [Name: RIO Switch 2
I Isar-11p: 10231.0.2 | PVST Priority: 36864 | G292 |{(Vian2 169.250.255.0/3Q){ Ge9/Y/L | ps priority: 40960 - lSAR~2 1P:10231.03 | ! | Sl‘:ﬁfg‘:‘fsﬁiﬁ?o’z“s « .
|HSRP: 10.231.0.1 /2 @ HSRP: 10.231.0.1 0 .
. i i80/1/0 o [ ]
RN ey B J i 179202 s J 'ssh port # 2332 etWwork: onnectivi y 0]
SVI Vian9 FW Outside \ SVI Va9 FW Outside \
Isa-11p:10231038 | Management VIAN2S ) SAR-2IP:10231035 | |
[HSRP: 10.231.033 ) 10.231.00/27 Y | HSRP: 10.231.0.33 ) | S( ADA
> b e FW Outside LAN9 e e
10231.0.32/20 U Vin20 Active FW: |
l10231046/29 | |
[s9s5st] [ 085 | ( wmwan () [485 ] [Snd] I / i
102310382 | .
-——- | ‘ | e  MTTR: 30 mins
Panel Switd
CPG-WV_ADLNC-SFW-1 CPG-WV_ADLNC-SFW-2 | Rockwell 1783-xxx
Palo Alto PA-220 Palo Alto PA-220
Mgmt: 10.231.0.4 Q Mgmt: 10.231.0.5 Q I I \ame: £SD Switch 1
INSDE INSDE i
isco WS-C3850-245 T ° ( t | N t k . H M |
I [ |Manzged switcn Ro ckwell 1783-0x On ro e WO r .
ICPG-WV_ADLNC-TS-1 Port 6
lOpen gear ACM7008-2 = .
PortS [rerminal Server = I | Panel Switc] o N
110231020 = | [Ro ckwell 1783-x¢x . min
e [ron 4] [ pons [[ pon2 [[ roncs Name: ESD Switch 2
[[coN | CPG- W ADLNCSAS-L g/t |CPG-WY_ADLNCS/S-2 [Cisco WS-C3850-24S
WS-C2960CX-8TC-L 3 |WS-C2960CX-8TC-L Managed Switch arLe IIVI%:z 5
Memt: 10.231.0.11 hleggio 231012 R P ocess Sa et N et (0] :
o] | I WOTIK:
VST Priority: 16384 v1,2,920,29|pVST Priority: 61440 I
I I PLC, RIO, ESD, MCC
IS Network
I el precgy SIS TN g A & e« RIO:Remote IO
GOIL lvian20 Transit IPi . e O e
2098 | Address: .41 I
V20Tr it
ST Process Safety Network * ESD:Emergenc
ouv20 — — — — — — — — — *
hme: 1op Loy swich o Lagr Sicnz | Shutdown
iSCO WS-C3850-245 -C3850-24S
[Managed Switch h
*  MCC: Motor Control
I -
L]

i Control Net
10.231.2.0/24

RIO Net

I
I
I
I
I
I
e

Control NetworkI

MTTR: 100 ms



Problem: What if a core switch fails?
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Problem: RIO switch failure
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Option: Flex Links (Cisco)
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Option: Spanning Tree (MST/Rapid)

Pros: Simple, scalable,
Easy field device configurations

Cons: Does not converge fast enough
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Gig/a |CPG-WV_ADLNC-SAS.
Tap |WS-C2960CX-8TC-L

-2

@

'ssh port # 2332"

CPG-WV_ADLNC-TS-1

erminal Server

Fpen gear ACM7008-2
20

10.231.0,

NErJlPonA

V20Transit
sTPfﬁz:?,zzz;m 10.231.0.40/29

GO Wlan20 Transit 1P, S0
2098 | Address: .41 | 2099

Pros: Fast reconvergence

Cons: Requires Dual ring topology, not star wiring.

Rewiring of sites required $$5$
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Name: RIO Switch 2
Cisco WS-C3850-24S

Switch

Panel Switc]
IRo ckwell 1783-xx

Name: ESD Switch 1

r—————-

10.231.2.0/24

Name: Top Layer Switch 1 IName: Top Layer Switch 2 I
(Cisco Ws-C3850-245 [Cisco Ws-C3850-245
Managed Switch [Managed Switch
I
.
24 REP
I .

RIO Net ‘L,,,,,,,‘

ESD Net oo s o monmoamaas

1SCO WS-C3850-245
[Managed Switch

Panel Switc]
IRo ckwell 1783-xx

Panel Switc
IRo ckwell 1783-xx

Name: ESD Switch 2
(Cisco WS-C3850-24S
[Managed Switch

Panel Switc
IRo ckwell 1783-xx

Process Safety Network

emmoineworkl A FiNg based L2 technology

With configuration,
connection restored in <150 ms



Option: Can we use micro-segmentation (ECMP/Routing)

e

VPN Headend

Pros: Fast reconvergence

Cons: Very complicated field device configs

Contract speed: 5Mbps

Does NOT mitigate RIO device failure

CPE Router |y,
BellAlstream | 9,
o JuniperRouter  |H &
g Service Provider |8 8 Y
§ :
N Managed 2
; GO/02 3
19418110 3
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|
10152626 J -
| el St
CON | CPG-WV_ADLNC-SAR-1 CPG-WV_ADLNC-SAR-2 | [Rockwell 1783-xx
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Isar-11p: 1023102 | PVST Priority: 36864 - Vln2 169.254.255.0/3@) Gig1 | pysT riority: 40960 - Isar-21p: 1023103 0 S a0 245
|HSRP: 10.231.0.1 ) e EE flanaged Swi
e . 229 1292020
5VI Va9 FW Outside
Isi-1ip:10231034 | Marsgemert VA2 () Isar-2 1p: 10231035 |
[HsRP: 10231.033 [HsRP: 10231033
y 231,
A ey s |
— l10231046/29 | |
athernert/2 VG SCADA VLAN20 G ethernett/2 |
1023103829 1023104 10.231.0.40/29 t) 1023105 10231038/29 / |
|
|
|

Name: ESD Switch 1
1SCO WS-C3850-245
Managed Switch

Panel Switc
Ro ckwell 1783-xxx

anel Switcl
Ro ckwell 1783-xxx

(CPG-WV_ADLNC-TS-1 Fort 6
lOpen gear ACM7008-2 —

PortS [rerminal Server |=|D
110.231.0.20 ==

wera Jrona] [ pon ] ronz [[ rore

Name: ESD Switch 2
s

Cisco WS-C3850-24
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Mgnmt: 10.231.0.11 Mgnmt: 10.231.0.12
Gigo/9
[¥1,2,9,2029|PVST Priority: 61440

5 |
|
\;53 702 LSS S "ssh port # 2332 l
SV Vian9 FW Outside \
|
/

IIS Network

GILO/1 vian20 Transit IP| e e S S " L S—
2098 | Address: .41 |

V20Transit
STPRoot 4096

Process Safety NetworkI

T
I
I

RS - e, Ton Layer uich2 pas . . ]
i With configuration,
connection restored in <1 s

i Control Net ;
10.231.2.0/24

‘,,,,,( RIONet '.‘L,,,,,,,‘

Control NetworkI

r—————1



Option: VX-LAN

—_—_—_———_——_——_———_— — — — — — — — — — — 4

VPN Headend

Pros: Fast reconvergence

Cons: Very complicated switch configurations

2

|HsRP: 10.231.0.1

IS Network

Contract speed: 5Mbps

Management VIAN29
IsaR-11p: 10231.0.2

———————
SVI Vian9 FW Outside
IsAR-11P: 10.231.0.34
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100:10.194.1.10

Gig0/0/0
101942625

CPE Router |y
BellAlstream | 9,
JuniperRouter  |f &
Service Provider |8 &
Managed
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19418110

VBn10010.194.26.24/30 ()

Gigo/0/0,
101

CON_| CPG-WV_ADLNC-SAR-1

Cisco C4321/Kk9
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S R
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Gigo/1/2
29
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SIS BAGs T T Managed Switch Ro ckwell 1783-xx
(CPG-WV_ADLNCTS-1 Port 6
s [Openeear ACM7008-2 —
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= el Swit
[10-231.0.20 = Rockwell 1783-xx
wera Jrona] [ pon ] ronz [[ rore Name: ESD Switch 2
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OUTSDE
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INSDE

%

IsaR-21P: 10231.0.35

[HSRP:
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10.231.0.32/29 |
10231046/29 |

ethernetl/2 MGMT SCADA VLAN20 MGMT ethernetl/2 |
1023103829 1023104 10.231.0.40/29 t) 1023105 10231038/29 /

Management VLAN29
Isar-21p: 1023103
|HSRP: 10.231.0.1

\
|

R sy "ssh port # 2332
SV Vian9 FW Outside \
|
/

0.231.0.33

NOT ready for Life safety

IName: RIO Switch 1

isco WS-C3850-245
[Managed Switch

Name: RIO Switch 2
(Cisco WS-C3850-24S

anaged Switch

Name: ESD Switch 1
iSCO WS-C3850-245

— e— , — e o o
P T |
GW,D BTt Process Safety Network
J I Routed 7 TR y ape =i - - N —
IName: Top Layer Switch 1 ame: Top Layer Switch 2 . . .
With configuration,
I 1 1 %k k k
— connection restored in <1s

I
I
I
I
I
I
e

i Control Net
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‘77777I RIO Net
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VX-LAN:

Software defined L2 technology

Conclusion: Will be considered in the Future
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Option: Switch stacking / EtherChannel

Carrier:
CKTH:

yyy - Access
LOCALLEC:

Contract speed:

‘Management VLAN29
Isar-11p: 1023102
|HSRP: 10.231.0.1

—
SVI Vian9 FW Outside
IsAR-11P: 10.231.0.34
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CPG-WV_ADLNC-SFW-2
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INSDE
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Tap
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Tap
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Gig/9
[¥125,2029)
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\
|
/
\
| |
_/ |
|
|
|
I
|
|
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|
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'ssh port # 2332 |

Pros: Simple, scalable,
Easy field device configurations

Cons: Switch cluster failure

can take entire site down
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ety i
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With con
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Final Solution & Conclusions

 Due to simplicity and supportability, the switch stacking with EtherChannel solution was
chosen.

Conclusions

* As VxLAN continues to mature, we will analyze when it can operate with the simplicity and
stringent reliability required by Critical infrastructure.

* For now, the Stacking/EtherChannel represents the best operational option.
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